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BB —: 1E Nginx REB/REIES

L $#ATLL R4, 7E Nginx f conf H 3% FAIE—ANHTAZRGER R H 3%
cd /usr/local/nginx/conf #ik A Nginx BRIAHCE M Hak. % H
N T3 9 B 22 %% Nginx I (BN H 3%, I REEZ ool BRI\ 2228 H Sk El
A5 FH A 7 e he, VAR S B I L R B
mkdir cert #AIEUEHK, ffH cert

2. B AE 5 S AR S b A B Nginx Ik % A% E B OH %

(/usr/local/nginx/conf/cert)

3. %% Nginx it B SCPF nginx. conf, EHCSIFBAHLIA B
@©. PATU T4, FTIHRCE A

HEE: nginx. conf BRINMEFELE/usr/local/nginx/conf BF T . WREHE
it nginx. conf FIAL B, ¥ /usr/local/nginx/conf/nginx. conf #4T
Bk,

@. 7E nginx. conf HEMLF] server JBIENCE

¢ HITPS server

443 ss3l:;

server name localhost;

certificate Cert.Ccer;
certificate key cert.key:;
session cache shared:SSL:1m:
3

gession timeout 5m;

ssl_.
ssl_.

ssl_ciphers HIGH:'!aNULL:!MDS;

531 prefer server ciphers on;

location / {
root html;

index index.html index.htm:
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server {

HHTTPS FIBRINT 1) 35 11 443

BN SRRAE SL AL BC B HTTPS BYERINDT 1835 1, AT BESIE A Nginx 76
ERE

listen 443 ssl;

B SR 0 5E 4

server name <yourdomain>;

ARSI SR L0 B A

ssl certificate cert/<cert—file—name>. cer;

#IA 5 E P ALV U 40 % AR

ssl certificate key cert/<cert-file—name>. key;

ssl session cache shared:SSL:1m;
ssl session timeout bm;
#H E SR B M TLS Pl B DL N 24 (DU B E R
B, EEEAT IR 5 R ED
BTLS PRl ARy, HTTPS 385 2 thbim, (H2ME TR A
TLS $h,  BARAS TLS BRSOt il Vo s i SR S M 22
ssl ciphers ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE : ECDH: AES : HIGH: !NULL: !aNULL: !'MD5: 'ADH: !RC4 ;
ssl protocols TLSvl.1 TLSvl.2 TLSvl. 3;
BN S R S w4 . BRATT
ssl prefer server ciphers on:
location / {
root html;
index index. html index. htm;
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@. Wik: ¥E HTTP 153K H 3 Bk#% HTTPS

an 48 A B2 i A 8 HTTP 7 1) B 2hBk#e 2 HTTPS B, wlidid

rewrite 54 € [ 3 HTTPS

HE: UTFRBAFBEFERETLE nginx. conf XU server {IUBE
JETE, BP¥E HITP 3&R H ZhBk%% HTTPS J5, nginx. conf X HEHH&7F
ZEWA server {}ARAEEL.

server {
listen 80;
HH SR Y0 E IR 44
server name <yourdomain>;
T HTTP i53R3E 1 rewrite $64 5 & [ %] HTTPS.
rewrite ~(.*%)$ https://$host$l;
location / {
index index.html index.htm;

P B RN B s

_certificate

_certificate_key cert/s key;

shared:SSL:1m;

: 'aNULL: 'MD5;
rver_ciphers on;

index index.html index.htm;
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4. PATLA T 54, HJE Nginx k55

R4S the "ssl" parameter requires ngx_http_ssl_module : /B EEAMNEIENGInxFHTERIZLEMEEIN L --with-
http_ssl_module ECE.,

IRES "/cert/3970497_demo.aliyundoc.com.pem”:BIO_new_file() failed (SSL: error:02@01002:system library:fopen:No such
file or directory:fopen('/cert/3970497_demo.aliyundoc.com.pem','r') error:2086D08e:BI0O routines:BIO_new_file:no
such file) : BREEXIMFPENERBHEMN / . 0, BFEXIE /cert/cert-file-name.pem BAIAEN / , FREIEFRRERTE

12 cert/cert-file-name.pem,
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

iR T Hetfa bk - support—china@global sign. com

RS S FEh Al https: //www. globalsign. cn/resources/installation
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